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This Talk 

ÅWhoami 

ÅMotivation 

ÅPXE 

ÅAttacks 

ÅDefense 

ÅLessons Learned 

 



#whoami 

ÅMatt Weeks 

ÅMSF, math, exploits, crypto 

ÅScriptjunkie if you hang out on irc 

Å@scriptjunkie1 

Åhttp://www.scriptjunkie.us/ 

Åscriptjunkie {shift+2} scriptjunkie.us 

http://www.scriptjunkie.us/


²ƘŀǘΩǎ ƎƻƛƴƎ ƻƴ ƘŜǊŜ 

ÅIŀŎƪŜǊΩǎ ǇŜǊǎǇŜŎǘƛǾŜ 

ÅAttacks 

ïDesign 

ïExploit 



Exploits 

ÅUnpatched vs. Patched 

ÅRemote vs. Local 

ÅPopular vs. Obscure 

ÅRoot vs. User 

ÅUnauthenticated vs. Authenticated 

ÅReliable vs. Unreliable 
ïVersion specificity 

ïOS protections 



Exploits 

ÅPublished 

Å0-day 

ïTime 

ïFuzzing/static analysis -> Vulnerability ID -> exploit 
-> Bypass protections -Ҕ Χ ŜǎŎŀƭŀǘŜ privs 



Easier way? 

ÅOffline attack 
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Offline attacks 

ÅEvil maid attack 

ÅRubber hose cryptanalysis 

XKCD - http://xkcd.com/538/ 



Downsides 

- Physical access 

- Unstealthy 

- Jail? 

- Still common 



PXE 
[ preboot  execution environment]  



PXE 

ÅάƴŜǘǿƻǊƪ ōƻƻǘέ 

ÅProtocol+firmware to boot from NIC 
ïIntroduced by Intel and SystemSoft 

ÅDHCP & TFTP based 

ÅBIOS-level access 
ïFull system control 

ïBypass host hardening/OS/AV 

ïOS-agnostic 

ïNetwork! 



How it works 

ÅStep 1 ς Your computer shuts down 



How it works 

ÅStep 2 ς ²ŀƪŜ ǳǇ Χ ǎƻƳŜǘƘƛƴƎΩǎ ŘƛŦŦŜǊŜƴǘ 

 (The Godfather) © 1972 Paramount Pictures 



PXE Proliferation 

ÅEvery BIOS (almost) 

ÅHow widely enabled? 

ÅL ƘŀǾŜ ǎŜŜƴ t·9 Χ 

ïleft on 

ïoccasionally enabled & used 

ïturned off 



Just to be clear 



PXE 
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PXE 

ÅUnpatched vs. Patched 

ÅRemote vs. Local 

ÅPopular vs. Obscure 

ÅRoot vs. User 

ÅUnauthenticated vs. Authenticated 

ÅReliable vs. Unreliable 

ïVersion independent not version specific 

ïBypasses OS protections 



Why oh why? 

ÅTop syadmin reasons: 
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Why oh why? 

ÅTop syadmin reasons: 

ïImage deployment 

ïSystem restoration 

ïJust in case 

ï²ƘŀǘΩǎ ǘƘŀǘΚ L ƘŀǾŜ ǘƘŀǘ ƻƴΚ 



How PXE works 

Preboot Execution Environment (PXE) Specification 2.1 Intel Corporation/SystemSoft 



PXE Difficulties 

ÅPassive 

ïWait 

ïWake-on-LAN 

ÅDHCP 

ïRace condition 

ÅTFTP 

ÅCode execution 

ïBare metal 



PXE Difficulties 



tǊŜǾƛƻǳǎ t·9 άŀǘǘŀŎƪǎέ 

ÅNot attacks 

ÅAdmin tools 

ïImaging 

ïPxelinux 



tǊŜǾƛƻǳǎ t·9 άŀǘǘŀŎƪǎέ - Imaging 

ÅRequires server software 

ÅTime-consuming  

ÅImaging = 

 



tǊŜǾƛƻǳǎ t·9 άŀǘǘŀŎƪǎέ - PXELinux 

ÅManual PXE server 

ÅManual DHCP 

ÅDifficult to deploy remotely 

ÅUnreliable or lack targets 

ÅLack custom payloads 



Online Control 



Online Control 

ÅPXE-bootable Linux live CDs 
ïDSL 

ïTiny Core 

ïKnoppix 

ÅStrategy 
ïRemaster live CD 

ïBoot via PXE 

ïScripts connect back 

ïShell! 



Online Control Demo 



Online Control Advantages 

ÅAny OS 

ÅFlexibility 

ÅNo prior knowledge 



Online Control Problems 

ÅMyNetworkCardϰ ŘǊƛǾŜǊǎ 

ïDistro != initrd 

ÅTime 

ïHuman in the loop 

ïVisual indicators 



Offline Code Injection 



Offline Code Injection 

ÅInevitable 

ÅAdmin privileges 

ïInside > outside 

 

 



Offline Linux Code Injection 

ÅShellcode on boot  

ïWrite/edit file to RCE 

Å/etc/ init.dκΧ 

Å~/.bashrc etc 

ÅUser add 

ï/etc/passwd 

ï~/.ssh/authorized_keys 

 

 



Offline Windows Code Injection 

ÅBootkits 

ÅBinary planting 

ÅBinary swapping 

ÅBinary embedding/modification 

ÅDLL preloading 

ÅRegistry edits 

ÅBinary swapping + service editing 

 



Note! 

ÅThis presentation will not be addressing FDE 

ÅSee cold boot or evil maid 

 

 

 



Bootkits 

ÅSinowal 

ÅStoned 

ÅWhistler 

ÅTDL/Alureon 

ÅeEye BootRoot (PiXiE) 



Bootkits: Advantages 

ÅAwesomeness 

ÅStealth  

ÅPrivileges 

voxx - Belchfire 



Bootkits: Disadvantages 

ÅOS-specific 

ÅOS protections 

ÅWork factor 



Binary Planting 

ÅStartup folders 
ïC:\Documents and Settings\All Users\Start 

Menu\Programs\Startup 

ïC:\ProgramData\Microsoft\Windows\Start 
Menu\Programs\Startup 

ïUnprivileged 

ÅWBEM .mof method 
ïStuxnet! 

ïNo Vista+ 



Binary Swapping 

ÅExample: 

ïSwap services/svchost/wininitκΧ  

ïSpawn old exe and payload 

ïSwap back 

ÅAdvantages: 

ïGuaranteed RCE 

ïPortable 



Binary Swapping Problems 

ÅBluescreens 

ïEarly processes 
bluescreen on exit 

ïCleanup requires exit 

ÅDisabled services 

ïLate process non-
critical 

ï{ǇƻƻƭǎǾΦŜȄŜ Χ 

 

 

 



Binary Embedding/Modification 

ÅInject additional code into existing .exe files 

ïsvchost/wininit/winlogonκΧ 

ÅExample:  

msfvenom -f exe -x svchost.exe -k -p - < pay > a.exe  

 



Binary Embedding Problems 

ÅArchitectures 

ïx86 != x64 

ÅSlack space 

ÅCleanup 

 



DLL Preloading 

ÅSwap system dll 

ÅAdd dll higher in search path 

ÅProblems: 

ïArchitecture 

ïImports 

ÅStill an option 



Registry Edits 

ÅLots of options! 
ïRun keys - 

HK(LM|CU)\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run 
ÅReliable 

ÅUnprivileged 

ïService addition 
HKLM\SYSTEM\CurrentControlSet\Services 
ÅPrivileged! 

ÅOS version differences 



Registry Edits 

ïService Editing 
HKLM\SYSTEM\CurrentControlSet\Services 

ÅPrivileged! 

ÅChange binpath string 

ÅCheck type, start 

ïYƴƻǿƴ 5[[Ωǎ 

ÅPrivileged! 

ÅAdd string 

ïAnd others 



Registry Edits 

ÅLinux initrd  

ÅAdding registry data 

Å/ƘƴǘǇǿΩǎ ntreged library 

ÅWarning Χ  

ÅHKLM corruption =  

 game over 

 Photo from Cleveland.com 


