Network Nightmare

Ruling the nightlife between
shutdown and boot with pxesploit
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What’s going on here

 To compromise another LAN system...
* Legit credentials
* Write an 0-day for [network service]

— But that can take a lot of time

— Fuzzing/static analysis -> Vulnerability ID -> exploit
-> Bypass protections -> ... escalate privs



Easier way?

* How about we try an offline attack?



Offline attacks

Evil maid attack
Rubber hose cryptanalysis

[[A CRYPTO NERDSS WHAT WOULD | |
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XKCD - http://xkcd.com/538/



Downsides

Physical access
Unstealthy
Jail?

Still common




PXE

[preboot execution environment]



PXE

e |Intel-introduced firmware to boot from NIC

* BIOS-level access
— Full system control
— Bypass host hardening/OS/AV
— OS-agnostic
— Network!



How it works

e Step 1 - Your computer shuts down




How it works

e Step 2 —Wake up ... something’s different

(The Godfather) © 1972 Paramount Pictures



PXE Proliferation

* Almost every system BIOS is PXE-capable
* How widely enabled?

* | have seen PXE ...
— left on
— occasionally enabled & used
— turned off



Why would Intel do this to us?
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* Top syadmin reasons:
— Image deployment
— System restoration
— Just in case
— What'’s that? | have that on?




How PXE works

DHCP Discover to Port 67
__Contains "PXEClient" extension 1ags __

Extended DHCP Cffer to port 68 contains:
PXE server extension tags +

[Other DHCP option tags] +
Client 1P addr

DHCP Ack reply to Port 68

xtension tags
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Figure 2-1 PXE Boot
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Preboot Execution Environment (PXE) Specification 2.1 Intel Corporation/SystemSoft



PXE Difficulties

Passive

— Wait

— Wake-on-LAN
DHCP extension

— Race condition
Forward to TFTP

Execute code



PXE Difficulties

Jption ROM ode Runtime
Scan and Init UNDI HW in

Preboot Execution Environment
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Version 2.1
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Current PXE “attacks”

e Not attack-oriented
e Admin tools

— Imaging
— Pxelinux



Current PXE “attacks” - Imagin

* Requires server software
* Time-consuming
* Imaging = wipe out data




Current PXE “attacks” - PXELinux

Manual PXE server creation
Manual DHCP configuration
Difficult to deploy remotely
Unreliable or lack targets

Lack custom payloads



Online Control



Online Control

* PXE-bootable Linux live CDs
— DSL
— Tiny Core
— Knoppix
* Strategy
— Remaster live CD
— Boot live CD via PXE

— Auto-run scripts connect back
— Shell!



Online Control Demo



Online Control Advantages

 Any OS
* Flexibility
* No need to code the whole attack beforehand



Online Control Problems

* MyNetworkCard™ drivers
— Distro !=initrd

* Time
— Human in the loop
— Visual indicators



Offline Code Injection



Offline Code Injection

* You'll do it anyway
* Root outside < admin inside



Offline Linux Code Injection

e Shellcode on boot

— Write/edit file to RCE
o /etc/init.d/...
» ~/.bashrc etc

 User add

— [etc/passwd
— ~/.ssh/authorized_keys



Offline Windows Code Injection

Bootkits

Binary planting

Binary swapping

Binary embedding/modification
DLL preloading

Registry edits

Binary swapping + service editing



Note!

* This presentation will not be addressing FDE
e See cold boot attack or evil maid attack details



Bootkits

Sinowal

Stoned

Whistler

TDL/Alureon

eEye BootRoot (PiXiE)



e Skillz points

e Stealth

* Full privileges

Bootkits: Advantages

Microso fte =2

S ™
Windows”P

Virus Edition

voxx - Belchfire



Bootkits: Disadvantages

e OS-specific
* Fail when MS patches OS protections
* Work factor



Binary Planting

e Startup folders

— C:\Documents and Settings\All Users\Start
Menu\Programs\Startup

— C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\Startup

— Unprivileged
« WBEM .mof method

— Stuxnet!
— Not compatible with Vista+



Binary Swapping

e Example:
— Swap services/svchost/wininit/...
— Spawn old exe and payload
— Swap back

* Advantages:

— Guaranteed RCE
— Portable




Binary Swapping Problems

 Bluescreens

— Early processes
bluescreen on exit

— Cleanup requires exit

 Disabled services

— Late process non-
critical

— Spoolsv.exe ...

A problem has been detected and windows has hbeen shut down to prevent damage
tO your computer.

PANIC_STACK _SWITCH

If this is the first time you've seen this Stop error screen,
restart wour computer. If this screen appears again, follow
these steps:

Check to make sure that any new hardware or software is properly installed.
If this is a new installation, ask wour hardware or software manufacturer
for any windows updates wyou might need.

If problems continue, disakle or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If wou need to use safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe mode.

Technical information:

wWEH STOP: OxO00000028 (Ox00000000, 0x8ASF3400, 0x00000008, 0xCO0000000)

S rspndr. sys - Address 8ASF3400 base at 8ASF1000, Datestamp 36B00524



Binary Embedding/Modification

* |nject additional code into existing .exe files
— svchost/wininit/winlogon/...
 Example:

msfvenom -f exe -x svchost.exe -k -p - < pay > a.exe



Binary Embedding Problems

 Architectures
— X86 1= x64

* Slack space
* Cleanup



DLL Preloading

Swap system dll
Add dll higher in search path
Problems:

— Architecture
— Imports

Still an option



Registry Edits

* Lots of options!

— Run keys -
HK(LM | CU)\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run

e Reliable
* Unprivileged

— Service addition
HKLM\SYSTEM\CurrentControlSet\Services

* Privileged!
e OS version differences



Registry Edits

— Service Editing
HKLM\SYSTEM\CurrentControlSet\Services

* Privileged!
* Change binpath string
* Check type, start
— Known DLL's
* Privileged!
e Add string
— And others



Registry Edits

Linux initrd

Adding registry data

Chntpw’s ntreged library

Warning ...

HKLM corruption =
game over

Photo from Cleveland.com



Binary Swapping + Regedit

* Swap a non-essential service
 Edit DWORD start value
* Profit



Binary Swapping + Regedit

Reliable

No bluescreens

Cross-arch

No registry corruption warnings






Pivoting

* Attacking other systems on LAN

* Run in memory via meterpreter
— Railgun
* Network delay

— Extension
* Compiled program



Meterpreter Review

TLV request
Embedded DLL
Reflective Loader
Method Calls
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Attack Recap

. Dynamic payload generation

1. [wake-on-LAN]
DHCP forwarder

. TFTP serve

PXELinux kernel, initrd load

Binary swap

Registry edit

Reboot to OS

Swapped EXE spawns payload, cleanup



Metasploit Demo



Defense



Defense: Fail

‘, Symantec_ Connect

* Lots of bad advice

What Security Risks are Associated with Using PXE and How
Can | Reduce Them?

* How to fail at defense:
— IP reservations
— NAC
— PXE Force Mode
— BIOS passwords

http://aka-community.symantec.com/connect/fr/articles/what-
security-risks-are-associated-using-pxe-and-how-can-i-reduce-them



Defense: Less Fail

* Detection of rogue DHCP servers

— Scan periodically

nec
nec

nec

K for duplicate replies
< for ARP poisoning

< for unregistered clients if possible



Defense: Good ldea

* Firewalls
— Only allow DHCP traffic to/from server
— Watch for ARP poisoning



Defense: Better Idea

 VLAN isolation

— Separate systems via VLAN
— Localize broadcast domains
— Forward DHCP traffic

— Configure via enterprise switch/routers



Defense: Great Idea

* Boot Integrity Services
+ PXE extension
+ Only runs signhed code
— Must install certificate in all PXE clients

— Requires compatible firmware



Defense: Best Idea

e Turn it off






